FORENSIC IMAGING

GUIDE

This document is designed to walk through the steps of creating a forensic
image of a compromised machine and its memory
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Memory Dump Creation

If the computer hasn’t been rebooted since the incident occurred, creating a physical memory dump of
the suspect system can provide detailed information regarding the current system state. It should be
noted that creating a memory dump will introduce artifacts onto the suspect system.

Windows

Preparation:

1. Obtain and format a USB drive or other removable media with at least 200 MB of size.

2. Visit http://www.accessdata.com/support/product-downloads and click on the line that says
“FTK IMAGER”.
Click on the download button next to “FTK Imager Lite”.

Download the tool onto the USB drive or other type of removable media.
Extract the contents of the downloaded zip file to the USB drive.

o v kW

Obtain and format a USB drive or other removable media large enough to hold the entire
contents of the memory to be imaged.

Memory Dump Creation:
1. Plug both USB drives into the suspect system.
2. Open the USB drive that contains FTK Imager.
3. Right click on the FTK Imager file and select Run as Administrator.

|%| da7zip.dll 9/24/2014 10:40 AM  App
'.',)“ FTK Imager.ex- AALAALAAMA A0t
%) icudtdd.dll Open .
%) icuucdd.dll # Run as administrator (

)] IsoBuster.dll Analyze file with FileAlyzer 2 b
%] libeay32.dll Troubleshoot compatibility b
@] LMS.dIl 7-Zip ' b
%] MD5Remote.( [;4{ Edit with Notepad++ p
%] mfc100u.dll @  Scan with Microsoft Security Essentials... o
(2] msvep100.dil Share with » P
(8] msvcr100.dil Pin to Taskbar P
|%| ProfUIS293ad] p

Pin to Start Menu

Restore previous versions
Send to »

Cut
Copy

Create shortcut
Delete

Rename

Properties

Nate madified: Q2490T410-40 ARM Nate rreated: RIA017 4404 DM



4. Once FTK imager opens, select File -> Capture Memory
gAccessData FTK

File | View Mode Help

) Add Evidence Item... © | El

£ Add All Attached Devices I x|

& Image Mounting...

Remove Evidence Item
7 Remove All Evidence Items

(& Create Disk Image...

k&l Export Disk Image...

El Export Logical Image (AD1)...
Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)...
Decrypt AD1 image...

=2 Verify Drive/Image...

wm  Capture Memory... e

@ Obtain Protected Files...

Detect EFS Encryption
| Export Files...
| Export File Hash List...
ui|  Export Directory Listing...
Exit

5. Inthe popup window, click the browse button and select the USB drive and folder where
you would like to save the memory dump.

Memory Capture g

Destination path:
e <—

Destination filename:

I memdump.mem

™ Indude pagefile
I pagefile.sys

™ Create AD1 file

I memcapture.ad1

Capture Memory I Cancel I




6. Click Capture Memory. You will receive a progress bar.

7
Memory Progress

Destination: | E:\MemoryDump\memdump.mem

Status: |Dumping RAM: 17GB/36GB [47%]

Cancel

A

7. Once the processing has finished, click “Close”.
8. Remove both USB drives from the affected system. You now have a memory image of the

affected device on your removable media.
Unix/Linux

Preparation:

1. Obtain and format a USB drive or other removable media with enough space to hold the
memory image for the affected system.
Go to https://github.com/504ensicsLabs/LIME and download the zip of LIME.

Open a command terminal.

cd into the LIME directory, into “LiIME-master/src”.

Type ‘sudo make’. Enter the root password when prompted. This will compile the code for
LiIME.

(< JI-XO Forensics@workstation: ~/Desktop/LIME-master/src

orensics@workstation:~/Desktop/LiME-master/src$ sudo make

s W

Memory Dump Creation:
1. Insertthe removable media into the compromised system.
2. Open acommand terminal.



cd into the LiIME-master/src directory.

O;aMm

orensics@workstation:~/Desktop/LiME-master/src$

otal 288
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drwxrwxrwx
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- TWXTWXIWX
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Forensics@workstation: ~/Desktop/LIME-master/src
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127
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/
/

disk.c*
disk.o*
.disk.o.cmd*

lime-3.11.0-15-generic.ko*

lime.h*

.lime.ko.cmd*

lime.mod.c*
lime.mod.o*

.lime.mod.o.cmd*

lime.o*
.lime.o.cmd*
main.c*
main.o*
.main.o.cmd*
Makefile*

Makefile.sample*
modules.order*
Module.symvers*

tcp.c*
tcp.o*
.tcp.o.cmd*

There should be a file like “lime-{*.*.*}.ko”, where the {*.*.*} is the kernel version number.
This is the file you need to run in the next command
Type “sudo insmod lime-3.11.0-15-generic.ko "path=outputpath format=lime", where
outputpath is the path to wherever the memory will be written on the USB drive. Enter the
root password when prompted.

(x XX, Forensics@workstation: ~/Desktop/LIME-master/src
orensics@workstation:~/Desktop/LiME-master/src$ sudo insmod lime-3.11.0-15-generic.ko

"path=/media/usb/memoryimage.mem format=lime"|]




Image Creation

Virtual Machines

Live Image:

Live images can be created two ways. You can create it just as you would an offline image (see
below), but it will lock the file for the duration of the copy. Otherwise, you can follow the below

steps.
Preparation:
1. Obtain and format a USB drive or other removable media with enough space to hold the
forensic image for the affected system.
2. Go to http://www.vmware.com/products/converter. You will have to create a free account on
the site in order to be able to download the tool.
3. Download the executable for VMware-converter.

Install VMware-converter onto your Windows based analysis workstation.

Image Creation:

1.
2.

Launch VMware-converter.

Click “Convert machine”.

File | View Task Administration Help
) Convert machine (& Configure machine

Viey¢ ¥ Tasks Show: ¥ Al tasksin ¥ Recent tasks

Task J0 Job ID Source Destination Status Start time End time




3. Select “Powered-on machine” and “This local machine” then click next.

A— ———— —— .. R g“

#J Conversion

Source System
Select the source system you want to convert

Destination: none

Source System Source: none
Destination System

Options Select source type: [Powered-on machine v
Summary Convert any powered-on physical or virtual machine.

Specify the powered-on machine

) This local machine

) A remote machine

View source details...

nostic logs...

| <Back Next >

L

4. Select the correct type of destination system.
- — — T ——— _‘ lElM

) Conversion

Destination System
Select 3 host for the new virtual machine

Source System Source: El This local machine Destination: none

Destination System o - -

Options Select destination type: |V VM a e v

Summary VMware Infmstruure virtual machine _ i - VMware Fusion or
VMware Workstation or other VMware virtual machine

Select VMware product: [VMware Workstation 10.0.x v]

Virtual machine details

Name: ANALYSIS2

Select a location for the virtual machine:
E:\Cases\virtualMachine v | Browse...

liagnostic logs... \




Click browse and select the removable drive as the destination for your virtual machine. Click
next.

You will get an options menu. You can leave everything set to the default. Click next.

- I
#£) Conversion

~
Options
Set up the parameters for the conversion task
Source System Source: Bl This local machine Destination: ¥ E:\Cases\virtualMachine (VMware Workstation 10.0.x)
Destination System " ) .
S Click on an option below to edit it.
Options
Summary Current settings:
w Data to copy Edit
Copy type: Volume-based
<>:32.2MB

<\\?\Volume{8f183117-f1a5-11e3-9322-806e6f6e6963}\>: 748 MB
<C:>:237.11 GB
<D:>: 237.87 GB
<E:>:1,862.49 GB
v Devices Edit
vCPUs: 8 (2 sockets * 4 cores)
Disk controller: SCSI LSI Logic SAS
A\ Memory: 31GB
v Networks Edit
NIC1: Bridged
NIC2: Bridged

NIC3: Bridged
NIC4: Bridged

v Services Edit
Total: 179 service(s)

w Advanced options Edit

Synchronization: Disabled
Synchronize: N/A
Final synchronization: N/A
Install VMware Tools: No
Customize Guest 0S: No
Remove Restore Checkpoints: Yes
Reconfigure: Yes
w Throttling Edit
CPU: None
Network bandwidth: None

ort diagnostic log < Back ][ Next > ] Cancel




7.

Summary
Review the conversion parameters

It will present a summary of what has been selected. Click finish.

#£) Conversion

Source System Source: &l This local machine

Destination System

Options Source system information
Summary Source type:

Name/IP address:

0S family:

CPU throttling:

Network throttling:

Destination system information
Virtual machine name:
Destination product:
Destination directory:

Number of vCPUs:
Physical memory:
Network:

NIC1

NIC2
NIC3
NIC4

Disk controller type:
Storage:

Number of disks:
Create disk 0 as:
Create disk 1 as:
Create disk 2 as:

Destination customization
Install VMware Tools
Customize guest OS:
Remove restore checkpoints:
Reconfigure virtual machine:

Synchronization information

Destination: ) E:\Cases\virtualMachine (VMware Workstation 10.0.x)

Powered-on machine

The machine where the Viware vCenter Converter Standalone server runs
Windows

None

None

ANALYSIS2

VMware Workstation 10.0.x
E:\CasesWirtualMachine
8 (2 sockets * 4 cores)
31GB

Preserve NIC count
Connected

Bridged connection
Connected

Bridged connection
Connected

Bridged connection
Connected

Bridged connection
SCSILSI Logic SAS
Volume-based cloning
3

Not pre-allocated

Not pre-allocated

Not pre-allocated

No
No
Yes
Yes

Synchronize changes that occur during cloning: No

[ < Back ][ Einish ] [ Cancel

Help
(£ Configure machine

Fle View Task Administration

) Convert machine Q

Viewby: ¥ Tasks Show: ¥ Al tasksin ¥ Recent tasks

TeskID Job D Source Destination Status

Start time End time

This local mach... \ANALYSIS2.vmx Running

281 1

0/25/2014 4:1... Estimated time remaiing: 1 hours and 3 minutes

i

Convert
Machine

Welcome to VMware vCenter Converter Standalone

VMware vCenter Converter Standalone allows you to take one of a variety of machines and convert
it into a new VMware virtual machine. The machines you may convert include:

- Physical machines

- VMuware virtual machines (.vmx)

- VMware Consolidated Backup (.vm)

- Microsoft Virtual PC or Virtual Server virtual machines (.vmc)
- Symantec LiveState Recovery Image (.sv2i)

- Acronis True Image Backup (.tb)

- StorageCraft Shadowstor (.spf)

- Parallels Virtualzation Products (.pvs)

- Hyper-V virtual machines




9. The tool will tell you when it has completed. Once done, you’ll have a duplicate of the virtual

machine.

] VMware vCenter Converter Standalone
Fle Vew Task Admiistration Help
) Convert machine (2 Configure machine | ()

Viewby: ¥ Tasks Show: ¥ Al tasksin v Recent tasks

Task ID Job ID source Destination Status Start time End time
B 1 1 This local machine \ANALYSISZ.vmx  Completed _ 0/25/2014 4:13:26 PM__9/25/2014 8:36:22 PM

Source: This local machine

Task ID 1: & Completed

Task progress
Conversion status Log highlights
9/25/2014 8:35:07 PM

Type: Convert physical machine to virtual machine

Created: 9/25/2014 4:13:26 PM by skelley 9/25/2014 8:33:29 PM
Status: Completed 9/25/2014 8:33:28 PM
Started: 9/25/2014 4:13:26 PM 9/25/2014 8:27:43 PM
Completed: 9/25/2014 8:36:22 PM 9/25/2014 8:27:43 PM
Running time: 4 hours and 22 minutes 9/25/2014 8:27:42 PM

9/25/2014 8:20:58 PM
9/25/2014 4:36:48 PM
9/25/2014 4:36:47 PM
9/25/2014 4:31:51 PM

Average transfer rate: 65.8 MB/s

Destination: E:\Cases\virtualMachine\ANALYSIS2\ANALYSIS2.vmx

Export logs...

Reconfiguration completed. el
Applying reconfigurations.

Processing the reconfiguration datastore.

Updating drive letters for the destination volume fayout.
Updating BCD on the destination machine’s system volume.
Updating the boot sectors on the destination machine.

I

Completed coning volume 'E:'.
Starting block-evel cloning for volume 'E:"
Completed cloning volume D:'.

Starting blocklevel cloning for volume 'D:".

Offline:

Preparation:

1. Obtain and format a USB drive or other removable media with enough space to hold the

forensic image for the affected system.

Image Creation:

1.
2.

Plug the removable media into the host system that is running the virtual machine.

Copy the entire directory containing the virtual machine to the removable media. Be sure to
include any ‘.vmem’ files that exist.

Eject the removable media drive from the host system.

Live Image Creation:

Creating

an image from a live system may be necessary depending upon the incident and whether or

not the system can be powered down. However, this will create certain artifacts on the system, both on

disk and in memory. Please use this process only when appropriate.
Windows
Individual Drive:

Preparation:

1. Obtain and format a USB drive or other removable media with at least 200 MB of size.



2. Visit http://www.accessdata.com/support/product-downloads and click on the line that says
“FTK IMAGER”.

Click on the download button next to “FTK Imager Lite”.

Download the tool onto the USB drive or other type of removable media.

Extract the contents of the downloaded zip file to the USB drive.

o v kW

Obtain and format a USB drive or other removable media large enough to hold the entire
contents of the drive(s) to be imaged. For example, if you have a 1TB drive, a 250GB drive
and a 500GB drive, you would need media able to support minimum of 1.75TBs.

Image Creation:
1. Plug both USB drives into the suspect system.
2. Open the USB drive that contains FTK Imager.
3. Rightclick on the FTK Imager file and select Run as Administrator.

2] da7zip.dil 9/24/201410:40 AM  App
Q FTK Imager.ex o nmimaisinanans anp
@ icudtaa.an | CPem p
g =

%) icuucad.dil # Run as administrator (7

%) IsoBuster.dll Analyze file with FileAlyzer 2 L
%) libeay32.dll Troubleshoot compatibility b
3] Lms.dil 1-Zip * b
%] MD5Remote.( Q{ Edit with Notepad++ b
%] mfcl00u.dIl @  Scan with Microsoft Security Essentials... o
) msvepl00dil|  ghare with » P
Sl meve o Pin to Taskbar P
%] ProfUIS293ad3 b

Pin to Start Menu

Restore previous versions

Send to 4
Cut

Copy

Create shortcut
Delete

Rename

Properties
Nate mndifiad: Q2479004 TH-A0 KRA Nate rreated: ROIAO0T7 404 DA
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Once FTK imager opens, go to file -> Create Disk Image

X AccessData FTK Imager 3115 NN T
File | View Mode Help

£ Add Evidence Item... Bl 1 Bl & ‘E‘?{_ﬂﬁ 9
| & Add All Attached Devices | [File List

Image Mounting... Name
£% Remove Evidence Item
Remove All Evidence Items

Create Disk Image.... M

Export Disk Image...

= Export Logical Image (AD1)...
43 Add to Custom Content Image (AD1)
}, Create Custom Content Image (AD1)...
Decrypt AD1 image...

Verify Drive/Image...
wm  Capture Memory...
[@ Obtain Protected Files...
C Detect EFS Encryption

| Export Files...
Export File Hash List...
Export Directory Listing...
Exit

Custom Content Sources X

Evidence:File System|Path File |_options

When prompted on the pop-up, select Physical Drive and click next.

|
Select Source E

— Please Select the Source Evidence Type
¢ Physical Drive ‘

" Logical Drive

" Image File

" Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc.)

" Femico Device (multiple CD/DVD)

< Back Next > Cancel Help




6. From the drop down menu, select the appropriate drive to image and click finish.

Select Drive u

|

Source Drive Selection

Please select from the following available drives:

\\\PHYSICALDRIVEQ - DELL PERC H310 SCSI Disk Device [2 ;l /
\\\PHYSICALDRIVEO - DELL PERC H310 SCSI Disk Device [255G

\\.\PHYSICALDRIVE1 - DELL PERC H310 SCSI Disk Device [255G
\\.\PHYSICALDRIVEZ - DELL PERC H310 SCSI Disk Device [199%
\\.\PHYSICALDRIVE3 - WIBU - CodeMeter-Stick USB Device [41M

<Back [ Fmsh |  Cancel Hep |

7. On the next screen, click Add.

o
Create Image E

—Image Source I
| \\. \PHYSICALDRIVEQ

Starting Evidence Number; I 1

—Image Destination(s)

Remove

\ Add... Edit... |

[V Verify images after they are created [~ Precalculate Progress Statistics
[™ Create directory listings of all files in the image after they are created

Start I Cancel |




8. Select the EO1 image type and click next.

9.

Create Image ‘ = I

e 1

— Please Select the Destination Image Type

" Raw (dd)

" SMART

« EO1

" AFF

< Back I Next > I Cancel

Enter the appropriate case details on the following screen and click next.

l

i Evidence Item Informa_

Case Number:

Evidence Number:

Examiner:

|
|
Unique Description: |
|
|

Notes:

14



10. Click browse and select the external storage drive as the destination.

Image Destination Folder

lE:\Cases\Dn'veImage Browse I K

Image Filename (Excluding Extension)
IHostNameDiskImage

‘ Image Fragment Size (MB) Io—
For Raw, E01, and AFF formats: 0 = do not fragment
Compression (0=None, 1=Fastest, ..., 3=Smallest) |1 _,:'

Use AD Encryption |

Select Image Destination M ‘

~

< Back I Finish I Cancel Help

=

11. Enter a file name for the image. Set the Image Fragment Size to 0. Click finish.

12. Click Start to begin the acquisition process.

-
Create Image g

—Image Source
| \\. \PHYSICALDRIVEOD

Starting Evidence Mumber: I 1
—Image Destination(s)

E:\Cases\DriveImage\HostNameDiskImage [E01]

Edit... | Remove

Add Overflow Location I

[V Verify images after they are created |~ Precalculate Progress Statistics
[ Create directory listings of all files in the image after they are created

\’T\i §t3l't Qanoel |

15



13. You will receive a progress bar.

14. After the image is done creating, it will go through a verification process. This process isn’t

15. When complete, click Close and eject both external storage devices.

RAID:
Preparation:
1. Obtain and format a USB drive or other removable media with at least 200 MB of size.
2. Visit http://www.accessdata.com/support/product-downloads and click on the line that says
“FTK IMAGER”.
3. Click on the download button next to “FTK Imager Lite”.

r
Creating Image... ==

Image Source: | \\. \PHYSICALDRIVED

Destination: | E:\Cases\DriveImage \HostNameDiskImage
Status: | Creating image...
! —Progress
i | mEm
Elapsed time: | 0:02:04
Estimated time left: |

|

—— — =

mandatory, but highly recommended.

& |

|
| Creating Image.., =T
Verifying [1%] el S
P ——
Source Drive/Image: | HostNameDiskImage.001
—Progress
[]

3004.85 of 243584.00 MB verified (36.645 MB/sec)

Elapsed time: |0:01:22

Estimated time left: l 1:49:25

Cancel

—— =

Download the tool onto the USB drive or other type of removable media.



5. Extract the contents of the downloaded zip file to the USB drive.

6. Obtain and format a USB drive or other removable media large enough to hold the entire
contents of the drive(s) to be imaged. For example, if you have a 1TB drive, a 250GB drive
and a 500GB drive, you would need media able to support minimum of 1.75TBs.

Image Creation:
1. Plug both removable media drives into the suspect system.
2. Open the USB drive that contains FTK Imager.
3. Right click on the FTK Imager file and select Run as Administrator.

%] da7zip.dll 9/24/2014 10:40 AM  App
‘:,_),. FTK Imager.e> - N4 DO A ANAD AR _P
)] icudt4d.dll Open .

()] icuucad.dil # Run as administrator (
Analyze file with FileAlyzer 2

%] IsoBuster.dll P
&) libeay32.dIl Troubleshoot compatibility b
] LMS.dil 1-Zip * b
%] MD5Remote. [&f  Edit with Notepad++ P
%] mfc100u.dll @ Scan with Microsoft Security Essentials... o
%] msvepl00.dil Share with » P
(8] msvcr100.di Pin to Taskbar P
[ BrotiNS25iad Pin to Start Menu P

Restore previous versions

Send to »
Cut

Copy

Create shortcut
Delete

Rename

Properties
Nate madified: Q240141040 AR Nate rreated: RIA01T7 404 DM




File | View Mode Help
£ Add Evidence Item...
) Add Al Attached Devices | [File List
Image Mounting... Name

Remove Evidence Item

Remove All Evidence Items

Export Disk Image...

Export Logical Image (AD1)...

Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)...
Decrypt AD1 image...

Verify Drive/Image...

Capture Memory...

Obtain Protected Files...

Detect EFS Encryption

Export Files...

Export File Hash List...

Export Directory Listing...

Exit

bt ODDe & &

BEmD~g 1 U

Custom Content Sources X
EvidenceiFile S th | options

When prompted, chose Logical Drive and click next.

Select Source

18



6.

7.

In the drop-down list, chose the RAID drive and click finish.

Select Drive

Source Drive Selection

Please select from the following available drives:

AN =l
AN
C:A- [NTFS)

D:4 - YMware Tools [CDFS] |
iE:\ - RAID Yolume [NTFS]

x|

< Back I Finish I Cancel I Help

In the next window, click Add.

Create Image

—Image Source

|E:\

Starting Evidence Mumber; I 1

—Image Destination(s)

Add... I Edit,., I Remove I

IV Verify images after they are created [~ Precalculate Progress Statistics
[~ Create directory listings of all files in the image after they are created

tart | Cancel I

w

19



8. Select the EO1 image type and click next.

Create Image

— Please Select the Destination Image Type

" Raw (dd)

" SMART

& E01 T

" AFF

9. Enter appropriate case details and click next.

i e

Case Number:

Evidence Number:

Examiner:

|
|
|
|

Notes:

20



10. Click Browse and select the external storage drive as the destination.

Select Image Destination ll

Image Destination Folder /

I C:iCases Browse ?

Image Filename (Excluding Extension)

l HostMameDiskImage

Image Fragment Size {MB) I 0
For Raw, EO1, and AFF formats: 0 = do not fragment
Compression (0=None, 1=Fastest, ..., 9=Smallest) IU _J:

Use AD Encryption I

< Back I Finish I Cancel | Help I

11. Enter a file name for the image. Set Image Fragment Size to 0. Click finish.

12. Click Start to begin the acquisition process.

Create Image 5]

—Image Source

|E:\

Starting Evidence Mumber; I 1
—Image Destination(s)

C:\CasesiHostNameDiskImage [E0 1]

Edit, .. I Remove

rify images after they are created |~ Precalculate Progress Statistics
[~ Crea

ry listings of all files in the image after they are created

Start I Cancel I

13. You will receive a progress bar.



creating imae-.——————— TP

Image Source: I E:,

Destination: I C:\CasesiHostNameDiskImage

Status: I Creating image. ..
—Progress
[ ]
Elapsed time: I 0:00:04
Estimated time left: |

14. After the image is done creating, it will go through a verification process. This process isn’t
mandatory, but highly recommended.

-~

Creating Image... l =3 ' P P'

Verifying [1%] =
 ————.

Source Drive/Image: | HostNameDiskImage.001

—Progress

[

3004.85 of 243584.00 MB verified (36.645 MB/sec)

Elapsed time: |0:01:22

Estimated time left: l 1:49:25

ﬂ

—— =

15. When complete, click Close and eject both external storage devices.

Unix/Linux
Individual Drive:

Preparation:

1. Obtain and format a USB drive or other removable media with enough space to hold the
disk image for the affected system.

Image Creation:

1. Plug the removable media that will hold the image into the suspect machine.
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2. Run the ‘dd’ command with root permissions:
(< X—XO forensics@workstation: ~
forensics@workstation:~$ sudo dd if=/dev/sda of=/media/UNTITLED/image.dd

Where ‘if’ is the specific input drive to be imaged (example: /dev/sda. Note: This is the

physical drive. The entries such as /dev/sdal represent the partitions of the drive) and ‘of’ is

the output file to save to on your removable drive (example: /media/UNTITLED/image.dd).
3. When complete, eject the removable media from the system.

Volume Group/RAID:
The procedure for volume groups and RAID is the same, just ensure you have the correct device selected
as your input (eg: /dev/md1 for RAID or /dev/dm-0 for volume groups).

Preparation:
1. Obtain and format a USB drive or other removable media with enough space to hold the

disk image for the affected system.

Image Creation:
1. Plug the removable media that will hold the image into the suspect machine.

2. Run the ‘dd’ command with root permissions:

ubuntu@ubuntu:/mt/image$ sudo dd if=/dev/mdl of =/mnt/image/image.out
81881088+0 records in

81881088+0 records out
41923117056 bytes (42 GB) copied, 358.929 s, 117 MB/s

Where ‘if’ is the RAID array to be imaged (example: /dev/md1) and ‘of’ is the output file to
save to on your removable drive (example: /mnt/image/image.out).
3. When complete, eject the removable media from the system.

Offline Image Creation
If the system can be taken offline, this method of creation is preferred from an evidentiary perspective.

Please consult with your incident handlers prior to doing so.

All Operating Systems

As long as your analysis workstation is running Windows, the following directions should work for all
operating systems on the suspect drive. If your analysis is being performed from a *nix workstation, the
image creation can be done the same way that a live image is created (see previous page) just point the

image copy command at the appropriate external drive.
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Preparation:

1.

From an analysis workstation, visit http://www.accessdata.com/support/product-

downloads and click on the line that says “FTK IMAGER”.

Click on the download button next to “FTK Imager” and download the tool.

Extract the contents of the downloaded zip file and install FTK imager on the analysis
workstation.

Obtain and format a USB drive or other removable media large enough to hold the entire
contents of the drive(s) to be imaged. For example, if you have a 1TB drive, a 250GB drive
and a 500GB drive, you would need media able to support minimum of 1.75TBs.

Image Creation:

1.
2.

On the analysis machine, plug in your external hard drive that will store the collected image.
Use a hardware or software write-blocker to connect the suspect hard drive to the analysis
machine.

Click Start -> All Programs -> Access Data -> FTK Imager -> [RIGHT CLICK] FTK Imager. Select
Run as Administrator.

Open

Run as administrator
Troubleshoot compatibility
Open file location

Analyze file with FileAlyzer 2
71-Zip

| @ Desktop Gadget Gallery
&# ImgBurn
& Internet Explorer

@ Microsoft Security Essential Edit with Notepad++
@ Morzilla Firefox Scan with Microsoft Security Essentials...

‘;. Windows Anytime Upgrade
& Windows DVD Maker
%) Windows Fax and Scan
€ Windows Media Center
@ Windows Media Player
{.’:_'; Windows Update
M Wireshark
-4 XPS Viewer
L 1-Zip
.. AccessData
. Forensic Toolkit
, FTKImager

m FTK Imager

Pin to Taskbar
Pin to Start Menu

Restore previous versions
Send to

Cut
Copy
Delete

Rename

Properties

Fcip ald SUppoIt

. KFFServer
, PRTK

Back

' Search programs and files

24



In FTK imager, click File -> Create Disk Image.
T3 AccessData FTK Imager 3
E‘ View Mode Help
Add Evidence Item... RIRIDO B @ [=x

%

i

Add All Attached Devices x| [File List

Image Mounting... Name
Remove Evidence Item

Remove All Evidence Items

me o ®

Create Disk Image... &'7

Export Disk Image...

Export Logical Image (AD1)...

Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)...
Decrypt AD1 image...

b &

= Verify Drive/Image...
Capture Memory...
Obtain Protected Files...

Detect EFS Encryption

O~9 1

Export Files...

Export File Hash List...

ui]  Export Directory Listing...
Exit

[}

J

Custom Content Sources X

Evidence:File System |Path|File | Options

When prompted, select Physical Drive and click next.

P
Select Source

| |

— Please Select the Source Evidence Type

¢ Physical Drive €<
" Logical Drive
" Image File

" Contents of a Folder

" Femico Device (multiple CD/DVD)

{logical filedevel analysis only; excludes deleted, unallocated, etc.)

< Back Next > Cancel

Help
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6. Inthe drop-down list, chose the appropriate drive and click finish. *Note: If unsure about
the appropriate drive, compare the reported drive size with the size of the drive installed in
the system. This should be different from the size of the external storage device.

p
Select Drive M

— Source Drive Selection /
Please select from the following available drives:

\\\PHYSICALDRIVEQ - DELL PERC H310 SCSI Disk Device [2 LI

\WAPHYSICALDRIVED - DELL PERC H310 SCSI Disk Device [255G
\\\PHYSICALDRIVE1 - DELL PERC H310 SCSI Disk Device [255G
\\APHYSICALDRIVE2 - DELL PERC H310 SCSI Disk Device [1995¢
\WAPHYSICALDRIVE3 - WIBU - CodeMeter-Stick USB Device [41M

<Back [ Fnsh |  Cancel | Hep |

7. Inthe next window, click Add.

r Bl
Create Image g
—Image Source
| \\.\PHYSICALDRIVED
Starting Evidence Mumber: I 1

—Image Destination(s)
™

\ Add... Edit... | Remove

V' Verify images after they are created [~ precalculate Progress Statistics

[™ Create directory listings of all files in the image after they are created

Start I Cancel |
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8.

9.

Select the EO1 image type and click next.

Create Image I & |

Select _

— Please Select the Destination Image Type

" Raw (dd)

 SMART
™ e

" AFF

Enter the appropriate case details in the next window and click next.

l

Case Number:

Evidence Number:

Examiner:

|
|
Unique Description: I
|
Notes: I
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10. Click Browse and select the external storage drive as the destination.

Select Image Destination g ‘

Image Destination Folder
IE:\Cases\DriveImage Browse

Image Filename (Excluding Extension)
|HostNameDiskImage

Image Fragment Size (MB) ,0—
For Raw, E01, and AFF fomats: 0 = do not fragment
Compression (0=None, 1=Fastest, ..., 3=Smallest) |1 _1::l

Use AD Encryption |

< Back I Finish I Cancel Help

=

/

11. Enter a file name for the image. Set Image Fragment Size to 0. Click finish.

12. Click start to begin the acquisition process.

-
Create Image

[

—Image Source

| \\. \PHYSICALDRIVEQD

Starting Evidence Mumber: I 1

—Image Destination(s)

E:\Cases'\Drivelmage \HostNameDiskImage [E01]

Edit... | Remove

Add Overflow Location I

ry listings of all files in the image after they are created

Start Cancel |

images after they are created | Precalculate Progress Statistics
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13. You will receive a progress bar.

r
Creating Image... = =]

Image Source: | \\.\PHYSICALDRIVED

Destination: I E:\Cases\Drivelmage \HostNameDiskImage

i Status: |Creaﬁng image...
—Progress
i | mom
Elapsed time: | 0:02:04
Estimated time left: I

.‘

[ - E—

14. After the image is done creating, it will go through a verification process. This process isn’t

mandatory, but highly recommended.

rCreating Image... [ =] l =] 23 JI
e L e

Source Drive/Image: | HostNameDiskImage.001

—Progress

[]

3004.85 of 243584.00 MB verified (36.645 MB/sec)

Elapsed time: | 0:01:22

Estimated time left: | 1:49:25

15. When complete, click Close and disconnect both the suspect drive and the external storage

drive.
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